AV Allied Telesis

Use the local RADIUS server to authenticate
802.1x supplicants using X.509 certificates

Introduction

The local RADIUS server within AlliedWare Plus can authenticate 802.1x supplicants either
via username and password, or by using X.509 certificates.

This How To Note describes how to configure the local RADIUS server to authenticate an
802.1x supplicant using X.509 certificates. It also explains how to generate the required
certificates, how to configure ports as authenticator ports, and how to install certificates on
the supplicant workstation.

What information will you find in this document?

This How To Note explains the following processes:
"Configuring the local RADIUS server" on page 2
"Creating X.509 certificates" on page 3
"Configuring a set of ports as 802.1x authenticator ports" on page 4
"Creating the VLAN to which the user Engineer0| will be dynamically allocated" on page 4

"Installing X.509 certificates on a supplicant workstation" on page 5

Which products and software versions does it apply to?

This How To Note applies to AlliedWare Plus software version 5.2.1 and above, for the
following Allied Telesis switches:

SwitchBlade x908
x900-12XT/S
x900-24 Series
x600 Series

AlliedWare Plus™

OPERATING SYSTEM
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Configuring the local RADIUS server

Configuring the local RADIUS server

There are three steps to configuring the local RADIUS server so that an Alliedware Plus
switch can authenticate 802.|x supplicants.

Initial configuration
1. Enable the server.

awpl us(confi g) #radi us-server | ocal

awpl us(confi g-radsrv) #server enable

2. Add the switch to the client (NAS) list for the RADIUS server.

awpl us(confi g-radsrv)#nas 127.0.0.1 key awpl us-1| ocal -radi us-server

awpl us(confi g-radsrv) #exi t

3. Add the switch as a RADIUS server to be used for 802.1x authentication.
awpl us(confi g) #radi us-server host 127.0.0.1 key awpl us-Iocal -radi us-
server

awpl us(confi g)#aaa aut hentication dot1x default group radius

When you enable the RADIUS server, this also sets up the switch as a certificate authority,
and creates a root Certificate Authority X.509 certificate on the switch. This certificate can
be viewed using the command: show crypto pki certificates local-ca

awpl us#show crypto pki certificates |ocal-ca
Certificate:
Dat a:
Version: 3 (0x2)
Serial Number: 0 (0xO)
Signature Al gorithm shalWthRSAEncryption
| ssuer: O=Allied-Tel esis, CN=AlIli edwarePl usCA
Validity
Not Before: Apr 17 05:42:09 2009 GVIr
Not After : Apr 12 05:42:09 2029 GMVI
Subject: O=Allied-Tel esis, CN=AlIliedwarePl usCA
Subj ect Public Key Info:
Public Key Al gorithm rsaEncryption
RSA Public Key: (1024 bit)
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Creating X.509 certificates

Create a RADIUS group and a RADIUS user

Next, you must create a RADIUS group specifically for the purpose of associating a VLAN
with the user. When the user is authenticated on a port, this is the VLAN to which the port
will be dynamically allocated:

awpl us(confi g) #radi us-server | ocal

awpl us(confi g-radsrv) #group Engi neers

awpl us(confi g-radsrv-group)#vl an 40

awpl us(confi g-radsrv-group) #exi t

awpl us(confi g-radsrv) #user Engi neer0l password secret group Engi neers

awpl us(confi g-radsrv) #exit

Creating X.509 certificates

In order for the user to be authenticated by an X.509 certificate, certificates have to be
created, and then transferred to the supplicant workstation.

I. Create a certificate for the user.

Enroll the user into the local certificate authority:

awpl us(config)#crypto pki enroll |ocal user Engineer01
Enrol 1i ng Engi neer01 to local trustpoint...COK

awpl us(confi g) #

2. Write the certificates to files, and upload them to a TFTP server.

Export the Write the Certificate Authority certificate to a PEM file:
Certificate

Authority

certificate awpl us(config)#crypto pki export local pemurl tftp://10.32.4.73/1rad. pem

Copyi ng. .
Successful operation

Export the Write the user certificate to a PK CS|2 file:
user
certificate

awpl us(confi g)#crypto pki export |ocal pkcsl2 Engi neer01
tftp://10.32.4. 73/ Engi neer 01. pf x

Copyi ng. .

Successful operation
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Configuring a set of ports as 802.1x authenticator ports

Configuring a set of ports as 802.1x authenticator
ports

Configure the ports to perform 802.1x authentication, and to be dynamically
allocated to a VLAN upon successful authentication.

awpl us(config)#int portl1.0.1-1.0.24

awpl us(confi g-if)#dot 1x port-control auto
awpl us(confi g-if)#auth dynam c-vl an-creation
awpl us(confi g-if)#spanni ng-tree portfast

awpl us(config-if)#exit

Note: It is advisable to configure 802.1x authenticating ports as spanning-tree port-fast
ports if they are to be directly connected to workstations.

Creating the VLAN to which the user Engineer01
will be dynamically allocated

awpl us(confi g) #vl an dat abase

awpl us(confi g-vl an) #vl an 40

The switch is now configured to act as a RADIUS server and 802.1x authenticator.

Now, let’s look at the process of installing the X.509 certificates onto the PC, and configuring
the PC’s NIC card to operate as an 802.1x supplicant, using EngineerQO1’s X.509 certificate.
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Installing X.509 certificates on a supplicant workstation

Installing X.509 certificates on a supplicant
workstation

You must install both the switch’s Certificate Authority certificate and the user’s certificate
into the PC.

The switch’s Certificate Authority certificate must be installed into the PC so that the PC will
recognise the switch as a trusted Certificate Authority. Once the PC recognises the switch as
a trusted Certificate Authority, it will:

Recognise the user’s certificate as having been signed by a trusted certificate authority (as
the user’s certificate has been signed by the switch).

Successfully validate the switch’s certificate during the 802.1x authentication.

The PC is configured to request the switch’s certificate during authentication, so that it
can validate that it is connecting to a trusted authenticator. If the switch’s certificate is
already installed into the PC as a trusted certificate authority’s certificate, then when it
receives that certificate again during the 802.|x authentication, it will recognise that
certificate as belonging to a trusted authenticator.

The user’s certificate must be installed into the PC so that it can be sent to the switch during
the 802.Ix authentication.

Preparing to install certificates

Select Run... from your system Start menu.

m Programs 3

*;: Documents L4
[:._Jl-’ Settings 3
é,l_;' Search 3
S Run... k

@ Shuk Down, .

Type in mmc, and click OK.

Run 2| x|

- Type the name of a program, folder, document, ar
Internet resource, and Windows will open it For wou,

pen: j

(o] 4 I Cancel | Browse, ., |

The system Console opens.
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Select File > Add/Remove Snap-in...

Installing X.509 certificates on a supplicant workstation

‘i Console 1

File Action View Favorites  Window  Help
e Ckrl-HMN
CIpEn. .. Chrl4C
Save Chrl4+5
Save Bs...

Add/Remove Snap-in...

Dpkions. ..

ZEF[H-M

1 Consolel.msc
2 CHMIMDOWSY, | services. msc

¢ CHWIMDOWSY, | oomprgmt. msc

3 CHWINDCWS, N Comcomexp. msc

ik

The Add/Remove Snap-in window opens.

Click Add...

Add/Remove Snap-in

Standalone | Extensions I

21|

Use this page ko add or remaove a stand-alone snap-in from the consaole.

|

Snap-ins added to: |5 Feemr=p——y

- Description

About, .. |

o ]

Add... Remoye

Cancel
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Installing X.509 certificates on a supplicant workstation

The Add Standalone Snap-in window opens.

Select Certificates, and then click Add.

Add standalone Snap-in ied P

Available standalone snap-ins:

anap-in | Yendar | -
ﬂ MET Framework 1.1 Configuration  Microsaoft Corporation
fl.ﬁ.ctivex Zontrol Microsoft Corporation
Certificates Microsoft Corporation
@Cumpunent Services Microsoft Corporation _—
QCDmputer Management Microsoft Corporation
Device Manager Microsoft Corporation
@Disk Defragmenter Microsoft Corp, Execut. ..
gDisk Managernent Microsoft and VERITAS..,
Event Wigmwer Microsoft Corpaoration
[dFalder Microsoft Corporation ;I
.
— Descripkion

The Certificates snap-in allows wou to browse the contents of the
certificate stores For wourself, a service, or a computer,

add Close

The Certificates snap-in window opens.

Choose Computer account.

Certificates snap-in x|

Thiz gnap-in will alwayz manage certificates for:
" My uger account
' Service account

% Computer account

< Back I Meut > I Cancel
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Installing X.509 certificates on a supplicant workstation

The Select Computer window opens.

Choose Local Computer and click Finish.

Select Computer x|

Select the computer you want thiz zhap-in to manage.

— Thiz znap-in will alwayz manage:

¥ Local computer: [the computer this consale iz running on)

= Another computer; I Browse,.. |

[ Allow the selected computer to be changed when launching from the command line. This
only applies if you save the conzole.

¢ Back I Finizh I Cancel

The snap-in is now installed into the System Console. You can now start installing the
certificates that you exported from the switch.
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Installing X.509 certificates on a supplicant workstation

Install the switch’s Certificate Authority certificate

Within the console, right-click on Certificates under Trusted Root Certificates.
Then select All Tasks > Import...

'iii Consolel - [Console Root'Certificates - Current User', Trusted Root Certifica

Bﬁ File  Action Miew Favorites  MWindow  Help

«» BE BB 2=

[:l Console Root Issued Ta / | 1ssued B
=P Certificates - Current User | [ ana Certificate Services Bty Certific
&[] Personal EdaBa.ECOM Raok CA ABAECOM |
-1 Certificates Elac ralz DHIE &C RAIZ DN
E|l:| Trusted Rook Certificati A-CERT ADVANCED A-CERT ADY
D Enterprise Ti All Tasks 2;2]::88 Nati
8 I'ql-lctt?\::;?rlzz Wigt . P le de Certification ... Agence Mati
(3 Trusted Publ Mew Window fram Here Rt Certification .., America Onli
(23 Untrusted € New Taskpad ¥iew... Root Certification ., America Onli
(23] Third-Party | ados CiEh AMCERT Cet
o[ Trusted peg  Refresh ados Motariales AMNCERT Cer
#-[] Certificate . Export List... ariones de Derach.,,, AMCERT Cot
Help b application ©
terreichische Ges...  Arge Daten

T —

The Certificate Import Wizard opens.
Click Next.

B

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate trust
lisks, and certificate revocation lists From wour disk to a
certificate skore,

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used ko protect data or ko establish secure network,
conneckions, & certificate store is the syskem area where
certificates are kept,

To continue, click Mext,

= Back I Mext = I Zancel

The File to Import window opens.
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Installing X.509 certificates on a supplicant workstation

In the File to Import window, specify the file to which you exported the Switch’s
Certificate Authority certificate.

Certificate Import Wizard x|

File to Import
Specify the file vou want to import,

File name:

F:llrad. pem Browse, ., I

Mokte: Maore than one certificate can be stored in a single file in the Following Formats:

Personal Information Exchange- PKCS #12 (PFX, . P12)
Cryptographic Message Syntax Standard- PECS #7 Certificates ( P7E)

Microsoft Serialized Certificate Store (55T

< Back Mext = Zancel

In the Certificate Store window, leave the default setting and click Next.

Certificate Import Wizard x|

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a location For
™ automatically select the certificate stare based on the type of certificate
{* Place all certificates in the Following stare

Zertificate store:

Trusted Rook Certification Authorities Browse, .. |

< Back I Mext = I Zancel
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Installing X.509 certificates on a supplicant workstation

The Certificate Import Wizard is now complete. Click Finish.

Certificate Import Wizard

=

Completing the Certificate Import
Wizard

You have successfully completed the Certificate Import
wizard,

You have specified the Following settings:

Zertificate Store Selected by User  Trusted Root Certific,
Conkent Certificate

File Mame F:llrad. pem

J | i

< Back I Finish I

Zancel |

A Security Warning may display. Since you just created this Certificate Authority on
the switch, you know that you can trust it, so click Yes and proceed.

Security Warning 5'

'f ‘ou are about ko install a certificate From a certification autharity (CA) claiming o represent:

-

-

AlliedwarePlusCa

Windows cannot walidate that the certificate is ackually From "AliedwarePlusCa", You should confirm its origin by contacting
"AlliedwarePlusCa", The Following number will assisk vou in this process:

Thumbprint {shal): ADFIFE7E EOBBZ2669 FEADFOFE CD4749A0 S96CAZ7E
\Warnirg:
IF wou install this ract certificate, \Windows will automatically trust any certificate issued by this Ca, Installing & certificate with an

unconfirmed thumbprint is a security risk. IF wou click "Yes" vou acknowledge this risk.

Do you want to install this certificate?

The certificate is now installed into the list of Trusted Root Certificates, as shown below:

iti Consolel - [Console Root',Certificates - Current User’, Trusted Root Certification Authorities',.Certificates]
‘B File
&= Om 4 RXEFR 2E

Sindaw

Help

Ackion  Wiew  Favarites

D Console Rook Issued To  / I Issued B I Expiration Dake I Intended Pur
EED Certificates - Current User | Elachie ACHLE 16/05(2023 Server futhe
ElD Personal .C\gence Mationale de Certification ... Agence Mationale de Certification EL..  12/08/2037 Server Authe
-0 certificates .ﬁ.gence Mationale de Certification ... Agence Mationale de Certification EL.,  12/08/2037 Server Authe

12 Trusted Rook Certificati
L) Certificates
D Enterprise Trust

1z 2
20/11/2037

N ing N7

ES Alliedw Ch
[El america online Root Certification ..,

5 firrmvic s Airline D sk CavkiFieskian

<All=
Server Authe
Cavuar Niikke

Alliedw (
America Online Root Certification Au. .,

Arnavics Oielima Oask CavkiFieskine Ao

K
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Install the user’s certificate

Installing X.509 certificates on a supplicant workstation

Right-click on Certificates under Personal. Then select All Tasks > Import...

(L3 Console Root

':m Console Root' Certificates (Local Computer), Personal’Certificates

I Issued To I Issued By

El@ Certificates (Local Compute

Request Mew Certificate. ..

I:l Enterprise Trus

: View
-2 Intermediate C

Mew Mindow From Here

T

I:l Trusted Publish

I:l Untrusted Certi Mew Taskpad Yiew, ..

I:l Third-Party Roc

D Trusted People REFrESh.
I:I COther People Expork Lisk. ..
[ Certificate Enrc Help

-] sPC

The Import Certificate Wizard opens for the second time.

Work through this wizard again. This time, specify the file to which you exported the user’s

certificate.

Certificate Import Wizard

File to Import
Specify the Ffile you want ta import.

]

File: narme:

FAEnginesr0l.pfx

Moke: More than one certificate can be stored in a single file in the Following Formats:

Personal Information Exchange- PKCS #12 (PFx, P12)

Cryptographic Message Svntax Standard- PKCS #7 Certificates ¢ P7E)

Microsoft Serialized Certificate Store (.S5T)

Browse. .. I

< Back

Mexk =

Cancel
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Installing X.509 certificates on a supplicant workstation

The wizard will now prompt you to enter the password that protects the certificate file.
The certificate file was not protected with a password, so leave the Password field blank,
and click Next.

Certificate Import Wizard |

Password
To maintain security, the private key was protected with a password,

Twpe the password For the private key,

Password:

™| Enabile strong private key protection, Youwill be prompted every bme the
private key is used by an application it wou enable Ehis optian,

[ Mark this key as exportable, This will allow vou to back up or transpork your
ks at a laker time.

< Back. I Mext = I Zancel |

Choose Automatically select the certificate store based on the type of
certificate and click Next.

Certificate Import Wizard x|

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a location For

&% nukomatically select the certificate skore based on the bype of certificate:

"~ Place all certificates in the Following stare

iZerhificate shore:

Personal Browse, ., |

< Back I Mext = I Zancel
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Installing X.509 certificates on a supplicant workstation

The certificate now appears in the Certificates store.

"fii Consolel - [Console Root',Certificates {Local Computer)',Personal'Certificates]

Bﬁn File  Action \Miew Favorites  Window  Help

= El e

D Console Rook Issued To  / | Issued B | Expiration Date | Intended Pu
=B Centificates (Local Compute | B Andrew Riddel Andrew Riddel 30/05/2009 Server Auth
E‘[:I Personal EngineerDl AlliedwareflusCa zz2(06/2019 Client Authe

: 3] (Certificates
(2 Trusted Root Certificat
(27 Enterprise Trust

The certificates have now been successfully installed on to the PC.

Set up the PC’s NIC card as an 802.1x supplicant

Open the NIC’s properties window, and go to the Authentication tab. In that tab:

Select Enable IEEE 802.1x authentication.

Choose Smart Card or other Certificate from the drop down box.
NOTE: Do NOT choose Protected EAP (PEAP).

i Test LAN Properties ied P

General Authentication | Advanced I

Select this option to provide authenticated network, access for
thiz Ethernet adapter.

¥ Enable IEEE 802 13 authentication

Chooze a network, authentication method:

I Smart Card or other Certificate j Settings...

Cache uzer information for subsequent connections
to this nebwork

(] I Cancel

Click Settings...
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Installing X.509 certificates on a supplicant workstation

The Smart Card or other Certificate Properties window opens.

Choose Use a certificate on this computer, and select:
Use simple certificate selection
Validate server certificate
AlliedwarePlusCA from the list of Trusted Root Certificate Authorities

Use a different user name for the connection

Smart Card or other Certificate Properties ied P

—when connecting:

= Use my smart card
¥ Lse a certificate on this computer
¥ Use zsimple certificate selection [Recommended)

—Iv “alidate server certificate

[T Connect ta these servers;

Trusted Root Certification Authorities:

O &C RalZ DHIE

O &-CERT ADWaMCED

O aChLe

O Agence Mationale de Certification Electronique
O Agence Mationale de Certification Electronique
AlliedwarePuzCa

O America Orline Root Cetification Autharity 1

O America Orline Foot Certification Autharity 2 -
|

Li»

<

Yiew Certificate |

W Use a different uzer name far the connection

ak I Cancel |
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Attach the PC NIC to the switch

Attach the PC NIC to an authenticating port on the switch. The switch and the PC will
exchange certificates, and authentication will succeed. To verify that the PC has been
successfully authenticated, use the command:

show dot 1x suppl i cant

This will produce output like:

Interface port1.0.1

aut hent i cati onMet hod: dot 1x

t ot al Suppl i cant Num 1

aut hori zedSuppl i cant Num 1
nmacBasedAut henti cati onSuppl i cant Num O
dot 1xAut henti cati onSuppl i cant Num 1
webBasedAut henti cati onSuppl i cant Num 0
ot her Aut henti cati onSuppl i cant Num O

Suppl i cant nane: Engi neer01
Suppl i cant address: 0002. b363. 319f
aut henti cati onMet hod: 802. 1X
port Status: Authorized - currentld: 7
abort:F fail:F start:F timeout: F success: T
PAE: state: Authenticated - porthMde: Auto
PAE: reAuthCount: O - rxRespld: O
PAE: quietPeriod: 60 - maxReaut hReq: 2
BE: state: Idle - reqCount: O - idFronServer: 6
CD: admi nControl |l edDirections: both - operControlledDirections: both
CD: bridgeDetected: false
KR rxKey: false
KT: keyAvail able: false - keyTxEnabl ed: false
dynam cVl anl d: 40

You can see that this output displays the:
User name under which the PC was authenticated
MAC address of the PC

ID of the VLAN that the port was dynamically allocated to.

USA Headquarters | 19800 North Creek Parkway | Suite 100  Bothell | WA 98011 | USA T:+1 800 424 4284 | F: +1 425 48] 3895
European Headquarters ' Via Motta 24 | 6830 Chiasso | Switzerland | T: +41 91 69769.00 | F: +41 91 69769.11
Asia-Pacific Headquarters | | | Tai Seng Link | Singapore | 534182 | T: +65 6383 3832 F: +65 6383 3830
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